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中文摘要：

隨著VoIP(Voice over IP)的蓬勃發展，網路電話成為了用戶之間一項極受歡迎的溝通管道。而廣泛存在於電子郵件中的垃圾郵件(SPAM)問題，也將帶給VoIP類似，甚至更嚴重的困境。垃圾郵件一直被用來成為廣告商行銷的手段。廣告商只要透過一份用戶的位址名單，就可以有效的大量發送廣告信件給各用戶。用戶收到這些不請自來的信，往往需要浪費大量的時間人工過濾刪除。雖然現今有不少的郵件過濾軟體，但仍無法保證能百分之百的過濾掉所有的垃圾郵件，只能降低收到垃圾郵件的機率。當VoIP以其低成本而又即時的服務帶給人們便利時，卻也同時帶給廣告商一個更有效的行銷平台。可以預期垃圾語音(Spam over Internet Telephony，簡稱SPIT)即將成為現今VoIP上所面臨的嚴重的問題之ㄧ。在網路電話系統裡將會遭受像垃圾電子郵件般，收到很多不請自來的語音廣告訊息。本論文裡將會設計一個抵禦SPIT的平台，使用黑白名單跟SIP.edu的概念來過濾每通電話。另外，在黑白名單的資料庫設計上將會對LDAP及MySQL這兩種不同的資料庫軟體做效能上的分析。
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Abstract:

With the great progress of VoIP (Voice over IP), the Internet phone has become a popular communication means for users. SPAM is a well-known security issue of e-mail systems. Advertisers can send a large amount of junk mails to users chosen from a list. Although there are lots of spam-filtering softwares, none of them can guarantee stopping all spam mails - they can only reduce the probability of receiving spam. Today, due to the real-time service of VoIP, SPIT (Spam over Internet Telephony) also becomes a serious threat. Users may receive lots of unsolicited audio advertisement messages via VoIP. This paper proposed the design to filter SPIT with blacklists/whitelists in SIP.edu. In addition, we analyzed the performance of two different databases, LDAP and MySQL, to support the design of blacklists and whitelists.
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